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Abstract: Nowadays, the location-based service (LBS) has become an essential part of convenient service in people’s
daily life. However, the untrusted LBS servers can store lots of information about the user, such as the user’s identity,
location, and destination. Then the information can be used as background knowledge and combined with the query
frequency of the user to launch the inference attack to obtain user’s privacy. In most of the existing schemes, the author
considers the algorithm of virtual location selection from the historical location of the user. However, the LBS server
can infer the user’s location information on the historical data that has been counted for a long time. In order to ensure
that the users’ historical query data and query frequency will not be obtained by the attacker, we propose a privacy
protection algorithm based on grid expansion. With the help of third-party agents, the combination of cooperative
users and pseudonyms can resist the privacy disclosure caused by users requesting services during the mobile process.
Extensive simulation experiments have been carried out on Gowalla dataset to evaluate the efficiency of the proposed
algorithm. By comparing with other existing methods, the experimental verify the effectiveness of our algorithm in
privacy protection.
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1. Introduction

Nowadays, in the wake of development in technology for network positioning, location-based service (LBS) is
indispensable service in people’s modern life [1, 2]. The development of LBS brings a lot of convenience to users,
such as the typical applications involve the application map, the point of interest retrieval, the GPS navigation
and so on [3, 4]. However, in addition to the location data submitted by the user, the LBS server can also obtain
many private information such as the user’s habits, health status, location preferences and so on. Therefore,
disclosing information to an untrusted third party will jeopardizes all aspects of users’ private information.
Therefore, the protection of users’ private information is an urgent problem that needs to be solved [5].

Since the location service providers (LSPs) are not trusted, the submitted queries may lead to some
sensitive information about a user being revealed, such as her real identity, exact location and queried interest
[6]. Therefore, effectively solving the problem of user privacy disclosure has become an important prerequisite
for people to use the LBS. Many scholars have proposed algorithms to prevent location privacy data leakage
[7-9]. For example, dummy location [10], space encryption [11, 12] and location k-anonymous [13-17]. Among
these algorithms, the most widely used is the k-anonymity algorithm. To make the attacker unable to determine

the location of the real user, the k-anonymous hides the real user in k —1 users. The algorithm of random [18]
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does not consider the query probability and generates the anonymous area through random selection. The grid
dummy [19] is an algorithm used to obtain the anonymous region based on users’ privacy requirements. The
en-DLS algorithm [20] selects the dummy variables from locations that have similar query probability to the
current location. These algorithms do not take into account the background knowledge of the LBS server, so
they can not effectively resist the reasoning attack.

In the inference attack, the attacker can utilize the user’s long-term query data as background knowledge
to identify the real user. In addition, in the process of continuous query, it is easy for attackers to associate
discrete locations to tracks, and reveal more information through the user’s movement track, until the user’s
privacy. Zhang et al. [21] proposed an attribute encryption algorithm, in which enough anonymous users are
found by broadcast query, and utilized the cache strategy. The algorithm can effectively resist the inference
attack of LBS server, but the problem of cache update is not considered in the algorithm. On the basis of the
higher calculation cost brought by the encryption process, it will also increase the storage cost. Considering
the shortcomings of the existing algorithm, we proposed a grid-based genetic privacy protection algorithm
(GBGPPA). The algorithm improves the anonymity of users through grid expansion, utilizes the cached

information of collaborative users to reduce the information interaction between real users and the LBS
server, and utilizes the pseudonym strategy to prevent the LBS server from acquiring too much historical

query information. These methods cooperate with each other to invalidate the inference attack. Finally, the
effectiveness of the algorithm is further verified by experiments and analysis. The contributions of this paper
are highlighted as follows.

¢ Optimize the method of the grid division by querying the frequency, which strengthens the degree of

anonymous privacy of the spatial area.

o This paper presents a caching strategy. The user can download all the query contents in the current
anonymous area at the terminal, and feedback the relevant query result in the cache information to the
user when the request is sent. This strategy improves the running speed and the success rate of the

anonymous algorithm.

e Through the multiple pseudonym strategy to solve the situation where the user cannot find the required
information in the cache. Because the attacker will not associate two pseudonyms with the same user,
using different pseudonyms can reduce the attacker’s recognition rate of the real user when the user sends

the query continuously.

The paper is organized as follows. In Section 2, we summarized the related work. We provided some
preliminaries in Section 3. We present the GBGPPA algorithms and its security analysis in Section 4. Section

5 shows the experiments results. In Section 6 we conclude and give an overview of future work.

2. Related work

2.1. Location privacy metrics

In order to find out how the attacker inferred the actual coordinates of the user, the privacy metric was needed
to be determined at first. Several models for measuring the privacy level have been proposed [22-25], including
the model of the privacy measure that based on uncertainty, the privacy measure based on clustering error,
the privacy measure based on distortion, the privacy measures based on k-anonymity and the privacy measure

based on the traceable row. In Ref. [23], the author investigated the capability of the attacker to connect two
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pseudonyms to a specific user and to infer the real user. In Refs. [24, 25], the ability of the attacker is measured
by the error derived from the attack model. The error refers to the distance between the actual position and the
predicted position. One of the most popular private metrics models used in recent years is the k-anonymous
[3, 10, 11], which hides the real user with other k — 1 users. In Ref. [22], the author suggested that the ability
of an attacker was measured by the accuracy of identifying the real user in the anonymous region. When the
attacker cannot accurately determine the actual user, k-anonymity is really implemented. In Ref. [19], Sun et
al pointed out that k value was positively correlated with privacy protection ability, but the measurement has
some loopholes. For instance, when users are located in a low-density area (such as mountains, rivers, etc.),
the attacker can quickly identify the exact location of the real user. As an addition to k-anonymity, entropy
[19, 21, 22, 25, 26] can also measure the extent of privacy protection. The communication framework based on
the information theory [27, 28] proposed the information entropy model for privacy protection, which refers to
the probability that an attacker can identify the real user among other k — 1 users. In general, the attacker can
measure the real location by entropy, and the higher the value, the more uncertainty. Suppose there is a set of
uncertain locations, which we denote this set as L. For the random location [ in L, the probability of success
in identifying this location is that P(x), x is the number of current locations in this set. Then the uncertainty

guessed by the attacker in each query can be expressed as

n

H(X) == p(x:)logyp (i), (1)

i=1

where n is the total number of locations in L. Thus, with entropy in per query of continuous query, we

can denote the average entropy in continuous query as

m

> He(d)
H, = %7 (2)
where n is the number of the publisher requesting the query in a continuous query. Finally, based on the

average entropy, we can get the variance of the average entropy, which is expressed as

o? =B [(H )| =T (3)

Among them, the lower the ¢ is, the higher privacy level will be. When a user sends a query request to
the LBS server, the anonymous algorithm successfully confuses the real location of the user within the maximum
response time set by the user to indicate the success of anonymity. The success rate of anonymity is also an
important criterion for evaluating the success of the anonymous algorithm. The success anonymity ratio can be
denoted as

Crate = Zl X 100%7 (4)
t

where C)4te is the anonymous success rate, C, is the number of successful anonymous LBS requests,
and C} is the total number of LBS requests during the query process.
In the algorithm of constructing anonymous area, the small anonymous area can improve the quality of

service of LBS, so the area of anonymous region is an important parameter to measure the location ambiguity
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algorithm. The calculation method is shown in Formula (5), where a(c(7)) is the area of the anonymous area
constructed for the user in the location privacy protection algorithm. The average value a(c(i)) is usually
utilized to evaluate the generation efficiency of anonymous area algorithm. The stability of the algorithm is

reflected by the variance S? of the anonymous area.

a(c(i) = =) (5)

2 = 2lale(®) — ale(d)))? ()

Now that we have developed the criteria for evaluating the algorithm, and we will show the results of the

evaluation in the experimental verification.

2.2. Location privacy mechanisms

In recent years, the issue of protecting users’ location privacy has been widely concerned. In addition to policy-
based and cryptographic-based algorithms, space-time stealthy [4, 5, 29, 30], location confusion [7, 10, 13-17, 22]
and dummy locations [8, 21, 27] are widely utilized. At present, fuzzy user’s real location is the most commonly
used and most effective location privacy protection algorithms. The function of location confusion is to prevent
the malicious attacker from directly obtaining accurate location information. It core idea of location obfuscation
is to modify the location information or service information before the user sends the query request, and then
combine the request with the modified information. But the realization of this technology often depends on
the side knowledge of the attacker [31]. In addition, the query information sent to the LBS server contains
the anonymous area of the user’s real location, which will lead to the decline of the service accuracy of LBS.
Therefore, the core of the technology based on distortion is to design the best privacy protection algorithm
when the attacker has obtained the side information. This algorithm cannot only satisfy the needs of users for
the quality of service but also meet the requirements of users to protect privacy [32].

In Ref. [18], the anonymity of location is realized by randomly generating a dummy position. However,
the virtual location can be excluded when the attacker has side information, so this algorithm cannot guarantee
the user’s privacy. In Ref. [19], the grid dummy algorithm is used to generate an anonymous region. The
algorithm is based on the grid to generate virtual locations to achieve k-anonymity. Niu et al. [20] put
forward an algorithm that selects the dummy variables from locations that have similar query probability to the
current location. But this algorithm cannot resist the attack that based on long term statistics. The long-term
statistical attack model refers to the behavior that the attacker obtains the historical query information by
invading the LBS server and infringes the user’s privacy by this. Different from the above existing work, the
algorithm proposed in this paper realizes k-anonymity with the grid expansion and offers the cache and multiple
pseudonyms strategy for mobile users. In addition, we verify the algorithm by experiments, and the algorithm

can effectively resist the long-term statistics attack.

3. Preliminaries

3.1. System architecture

The algorithm adopts the central anonymous structure, which includes three parts: the mobile user’s intelligent

terminal, the central anonymous device and the LBS server. A complete request flow of LBS is summarized by
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summarizing the system structure of Figure 1.
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Figure 1. The system structure of LBS.

(1) The mobile intelligent terminal transmits the grid ID, privacy configuration, query request and other

information to the central anonymous device.

(2) After receiving the service request of the user, the central anonymity server utilizes the privacy protection
algorithm to construct the anonymous area, and then sends the coordinates of the anonymous area and

the user’s query request to the LBS server.

(3) The LBS server queries the stored road network data, searches the POI information set that matches the

user’s request, and feeds it back to the central anonymous device.

(4) The central anonymity filters the POI set according to the user’s region and feeds back the final result to

the user.

In order to prevent the disclosure of user privacy, the traditional privacy protection algorithms are often
implemented by establishing a collaborative group. However, the anonymous areas generated in areas with low
user density are large, so it is difficult to select suitable cooperative users, which makes the real users easy to be
identified by attackers. Dummy location algorithm can solve these problems well. However, most of the current
work usually utilize the random algorithm to select the dummy location. For example, Alice sends a query
request to the LBS server. At this point, the probability that the attacker recognizes Alice is 1/k according
to the theory of k-anonymous algorithm. However, the attacker will filter out unduly false locations according
to the query probability (for example mountains and rivers) because the dummy location is randomly selected.

Figure 2 shows how an attacker attacks the user by identifying the dummy users.

3.2. Attack model

In this work, the real user sends query requests in the anonymous area covering k users, while the attacker
identify the actual location of the specific user by side information. Attackers mainly obtain side information
from the following methods. The attacker can monitor an area to get private information sent by the user
(such as name, POI, and real location, etc.). The attacker can also access the feedback information by invading
the LBS server. Similarly, the attacker can obtain historical data directly from the LBS server and infer

information related to user privacy. Because the LBS server contains all the data in the system, it is considered
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Figure 2. Method of attack by analyzing false position.

as the attacker in this paper. He will not only get the LBS query of the current user but also obtain the user’s

historical data.

3.3. Motivation and basic idea

The attacker can grasp side information of the specific user, and utilizes this auxiliary information to identify
the particular user’s location. Therefore, for the long-term statistical attack and the regional attack, this paper
proposes a model for optimizing the grid expansion algorithm and suggests combining the cache strategy with
the multiple pseudonym strategy. Based on this idea, we offer a GBGPPA. First of all, users determine the
degree of grid division according to the privacy protection requirements, and project their own location to the
corresponding grid. Utilizing the genetic algorithm to obtain the weight of each cell, and the sum of these
weights is averaged to obtain a threshold. Secondly, the adjacency grid expansion algorithm is used. The
algorithm starts from the first cell and adds the weight of the horizontal cell, and then the program determines
whether the sum of the current weight values is equal to the threshold. The algorithm is executed recursively
until it traverses all the cells in the grid. The result of the expansion is that the weight of each cell is basically
the same. Thirdly, we utilize the caching strategy. Members of the collaboration group can upload the query
content to the cloud, and the user can obtain the desired query results in the cloud information. When users
continuously send LBS requests within a certain period of time, they can use the anonymous area formed by
the last request to get feedback information. Finally, in order to cover up the relationship between the user and
the changing location information, we utilize pseudonyms strategy. When the user enters the anonymous area,
the mobile terminal chooses a pseudonym as the user name. Whenever the user requests LBS, she selects one
of the multiple pseudonyms as the current username. Usually the attacker would not associate two pseudonyms

with the same user, and the strategy reduces the recognition rate of the attacker to real users.

4. GBGPPA algorithm

In this section, we present the GBGPPA algorithm. The algorithm aims to protect the user’s location privacy

when the attacker masters the historical query frequency. A basic idea is to let the query frequency of the
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cells in which all anonymous users are located basically equal. The steps of the privacy protection algorithm
proposed in this paper are as follows:
Step 1. The user authorizes to a trusted third-party agent, which can obtain the location information of

the user.
Step 2. After the agent obtains the query frequency of the current anonymous area, the user can determine

the degree of grid division according to the privacy requirements.

Step 3. The weight of each cell is obtained according to the genetic algorithm. To utilizing the method
of grid expansion to regrid the anonymous region. The result of repartition is that each new cell has basically
the same weight.

Step 4. Create collaborative users who also utilize the third-party agent. Collaborative users can upload
their own query requests and results data.

Step 5. When the user enters the current cell, the data uploaded by the cooperative user is cached at the
mobile terminal. When a user applies for a service request, it first looks for the result in the cache information.
If there is no query information in the cache information, the request is sent to the LBS server.

Step 6. Before sending the query request to the LBS server, the mobile terminal selects a pseudonym as
the current user name.

Step 7. When the user leaves the current cell, the cache region is released. When she enters the next cell,
recache the operation.

The specific process can be seen in Figure 3.
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Figure 3. GBGPPA algorithm scheme diagram.
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4.1. The algorithm of grid expansion

The user registers and grants permissions on a third-party application and assumes that the agent has access
to historical data for the entire area. The user sets the extent to which the grid is divided according to her
privacy protection requirements. Assume that the setting condition of the user is n. When the user determines
the value of n, the entire area was divided into n x n grids. The agent can utilize the historical query data
to calculate the query probability of each cell, and the result of the partition is shown in Figure 4. The darker
grid denotes the area with higher query frequency, while the lighter grid denotes the area with lower query

frequency.

Figure 4. The result of grid division in advance.

In this paper, the specific steps of the optimized meshing algorithm proposed are as follows. Above all,
according to the query frequency of each grid cell, the weight value is obtained by the genetic algorithm.
The main parameters involved in the algorithm are crossover probability P,, mutation probability P,,,

population size M and iterative times R. The main steps can be described as follows:

A. Population initialization: The initial population with the number of individuals M = n x n is randomly
generated, w; = [w;1, Wi, -+ , W;y| is a chromosome ¢ =1,2,--- , M, where n is the number of variables.

And the gene called chromosome wj1, w;g, - ,w;, is randomly generated in the range of [0, 1].

B. Coding: The n gene w;1, w;o, -+ ,w;, of each chromosome is encoded in binary respectively, so that each

chromosome has n binary strings.

C. Calculate the fitness value: The optimization goal of this paper is to find the minimum value and the value
of the objective function is always positive, so adding a negative sign directly in front of the objective

function can be used as the fitness function.

D. Selection, crossover, mutation: Choose the appropriate strategy and use roulette to choose, then the

probability of each individual being selected is:

P = ) @

M
;F(wi)
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F(w;) is the fitness value of the ith individual, then the probability of being selected is P;. The selected
individuals were randomly paired, and then the paired individuals exchanged corresponding gene bits
with the crossover probability P,. Random alteration of a gene site in a chromosome was performed with
mutation probability P,,.

E. Stop the iterate: The genetic algorithm will cycle through steps C' and D. Until the number of iterations

is reached or the constraints are met.

The prediction matrix of the m-th component of the contrast matrix can be expressed as follows:

1 1 1
w%m Wom wgm
Wiy Wom Wim
ol m=1,2,---.D—1 (8)
N N N
Wiy Wy 7 Wy

Thus, the variable weight combination prediction value of the m component of the logarithmic ratio

matrix at ¢ time can be expressed as
n
At t t t } : t gt
Ym = wltflm + w2tf2m +-- w’ﬂtfnm - Wi Jim+ (9)
i=1

Considering the global optimization problem min {f(x)}, the optimal value of chromosome evolution is
searched in D-dimensional space. And the optimal inertia weight of the location hidden is solved through the
scientific configuration of genes, and the test sequence set of position hidden inertia weight is obtained, that is

gt = [91.95 ] - (10)

The predicted value ¢, of the logarithm ratio vector is inversely transformed into the component data, and the

t t

predicted value &' = [#},2%...,2%)] the component data is obtained. The inverse transformation formula is:

4 D-1
i’ley’/<1+ 3 eyvn),ll,2,~~~ ,D—1
= (1)
=1/ (1+ X o)

m=1

Secondly, after determining the weight of each cell, we add these weights and calculate the average value, which

we call the threshold.

B+ dp+ -+ 3
M

avg = (12)

Finally, the adjacency grid expansion algorithm is utilized. The algorithm adds the weight of the
horizontal cell from the first grid cell, and then the program determines whether the sum of the current weight
is equal to the threshold. If the sum of the current weight is similar to the threshold, the currently expanded
grid cells become a new anonymous area. Otherwise, the grid continues to expand horizontally. This algorithm
is executed recursively until all cells of the grid are traversed, and the result is that the weight of each newly

generated anonymous region is basically the same. Algorithm 1 describes the region expansion in detail.
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Algorithm 1

Input: the weight w;; of each cell a;;, and the average (avg), weight accumulation and sum; = sumy = 0;
Output: a collection of cells that are grouped into the same anonymous region;
1: for (i=0;i <n;i++) do
2 for (j=0;j <n;j5++) do
3 SUM] = Qjj4+ Q415
4 if (sum; < avg) then
5: save the current a;; + 1 to the set n;
6
7
8
9

SUM2 = SUM+Ajj41 3
if |sumg — avg| < |sum;-avg| then
save the a;;y2 to the set n;

else
10: returns the a;; + 1, saves the collection n;
11: end if
12: end if
13: end for
14: end for

15: return n;

There are two typical algorithms for dividing anonymous area: quad grid algorithm and quad tree meshing
algorithm. Compared with the quad tree meshing algorithm, quad grid meshing algorithm generates smaller
anonymous area and higher precision. In this paper, the grid expansion algorithm is completed through the
following two steps. First of all, the user can determine the extent to the corresponding grid divided according to
the frequency. Secondly, the adjacency grid expansion algorithm is utilized. Through experimental verification,
it can be concluded that the proposed algorithm is finer in granularity and smaller in generated anonymous
regions than the quad grad meshing algorithm. Besides, this paper utilizes the caching strategy and multiple
pseudonyms strategy in the subsequent optimization algorithm. For users who continuously send query requests,
the caching mechanism can reduce the probability of users sent query information to the LBS server. For users
who remain static for a long time, utilize different pseudonyms to prevent attackers from confirming the private

information of real users and resisting long-term statistical attacks.

4.2. Cache mechanism

For users who are moving, we set up the collaboration group. When other users in the collaboration group
query in the grid, they can upload their query content and query results to the cloud for backup. The user
can download the backup information in the current grid area to the mobile terminal, and search for the
required content in the terminal before sending the query. If there is a corresponding query result in the cached
information, the user can utilize it directly. At this time, the LBS server cannot get the private information of
the user. In addition, in order to prevent the cache information from taking up too much memory, we set the

time interval for the cache information to be refreshed. Here we set to clear all cached content of the area in
the mobile terminal when the user leaves the current area. And when the user enters the next anonymous area,

the backup information in this area is automatically downloaded. Furthermore, when the user cannot obtain

the required query information from the cache information, we will utilize the multiple pseudonyms strategy.

4.3. Multiple pseudonym algorithm
Due to the different layouts of topography and residential locations, the probability of LBS services applied in

different regions is also different. For example, users generally do not apply for LBS services in these areas with
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mountains and rivers. When the attacker has acquired the side information, the specific user can be determined
according to the long-term statistical attack model. Therefore, the traditional algorithm for selecting k-1 dummy
locations can no longer meet the current location privacy protection requirements. In this case, we utilize the
algorithm of multiple pseudonyms to deal with this attack. The user stores multiple pseudonyms in the mobile
terminal. Whenever a user requests LBS, she chooses one of many pseudonyms as the current user name and
sends it to the LBS server together with the query information. We assume that user visits to LBS are sporadic.
For the attacker, it means that there is a time interval between two consecutive query requests. As a result,
it is difficult for an attacker to determine that query requests with two different user names are sent by one
user. Therefore, this multiple pseudonyms strategy combined with the above method can effectively resist the

long-term statistical attacks of the LBS server, so as to protect the privacy of users.

4.4. Performance analysis

In the following, we will analyze the performance of the proposed algorithm. By comparing with other

algorithms, it is pointed out that the algorithm in this paper is more practical.

4.4.1. Utility

In this algorithm, the query frequency of each cell is basically the same by the way of grid expansion, which
resists the reasoning attack. Through the caching strategy, the interaction between the user and the LBS server
is reduced, thus the user’s privacy information is effectively protected. In addition, the multiple pseudonyms
strategy is adopted when the cache is not available, which only changes the identity of the user in the query
process, and will not affect the accuracy of the feedback received by the user. In short, the utility of the proposed
GBGPPA algorithm is reasonable.

4.4.2. Communication cost

The communication cost of the user is mainly composed of two parts. On the one hand, the overhead caused by
the user building collaborative groups with other users in the space and collecting query data of collaborative
users. If users keep moving, establishing different collaboration groups in different grids will increase the
communication cost. The second is the communication cost of submitting query requests to untrusted LBS
servers. The multiple pseudonyms strategy proposed in this paper is to store multiple pseudonyms in the mobile
terminal, but use different pseudonym when sending the query, so it will not bring additional communication
overhead. And for each message, the maximum is no more than 64 bytes, so the communication cost is O(k). In
addition, the caching strategy adopted by the user can reduce the interaction with the LBS server, and reduce

the communication overhead to a certain extent.

4.4.3. Computational cost

Genetic algorithm belongs to double iteration, so the computational cost will not exceed O(n?). The region
expansion algorithm includes two layers of for-loops and one layer of if-loops. Therefore, in the worst case,
the algorithm takes (n? + n + n®) and the time complexity is O(n?®). In the multiple pseudonym strategy,
the user randomly selects a user name stored in the mobile terminal, in which the computational cost is very
small. Therefore, this computational cost is ignored in the performance analysis. For the cache strategy, when
evaluating the processing time of the cache strategy, we ignore the transmission delay between mobile users

and only consider the processing time of the algorithm itself. Throughout the process, if there are enough users
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in the cell, the number of cached content will increase. In this case, the user can resolve her LBS request by
searching for service data in the cached data rather than through LSP. As a result, the average computational

cost of LBS queries at each location decreases.

4.4.4. Storage cost

Multiple user names are stored in the mobile terminal, so the storage cost is related to the number of the stored
user name, which is the O(n), where n is the number of the stored user name. For cached content, it will
occupy the certain storage space of the user. But because the user will empty the cached information in the

current cell when entering the next cell, it can control the user’s storage overhead to a certain extent.

4.4.5. Security analysis

The important basis for judging whether the privacy protection algorithm can resist reasoning attacks is as
follows. After the grid expansion algorithm, the real users have the same chance to be in each grid cell. Assume
that the chance of a real user in two arbitrary locations C; and C; in an anonymous area is P; and FP;.
Through the steps of the algorithm in this paper, we can make the query probability of each area basically the
same, so P; = P;. However, when the query probability distribution of anonymous region is hugely uneven, the
algorithm in this paper may be difficult to find a suitable anonymous region. In other words, it is possible for
an attacker to extrapolate the location of the real user in this situation.

Additionally, this paper also adopts a caching strategy to solve the problem of location privacy leakage
caused by users continuously updating their locations. The user can download the query information of the
current grid to mobile terminals to reduce the frequency of sending LBS requests. In addition, in order to prevent
the cache information from taking up too much memory, we set the time interval for the cache information to be
refreshed. For the attack model based on long-term statistics, we adopt the algorithm of multiple pseudonyms.
The algorithm means that the user utilizes a different username each time the query is sent. Therefore, even
if the attacker has historical query data for this area, it is impossible to infer where the actual user located.
For an attacker, it is difficult to contemplate that a single user will use two different user names to send two
requests.

5. Experiments and results
This section carries on the functional analysis through the experiment to the GBGPPA algorithm. The

experiments focus on three aspects, i.e. privacy protection ability of the algorithm, the communication cost of

the user and the relevance of the content in the continuous query.

5.1. Experimental setup
The environment we experimental was a desktop with Intel Pentium Nvidia GeForce GTX 1050 Ti and 8.0
GB RAM. The experiment was carried out in the Win 10 64-bit computer and Matlab 2016b software. The
experiment was carried out on the Gowalla dataset. The global access set in the Gowalla dataset is the check-in
location owned by the user, including 196591 users, 1280969 POI, and 6442890 check-in data in the dataset.
The spatial region selection experiment was conducted in the 40 x 40 km area of the United States.

We contrast the algorithm in this paper with three other anonymous protection algorithms, namely are the
random, the grid dummy and the en-DLS algorithm. The random algorithm [18] is an algorithm for generating

anonymous areas by randomly selecting without considering the query probability. The grid dummy [19] is an
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algorithm for obtaining the anonymous area under the condition of satisfying the user’s privacy requirements.
The en-DLS algorithm [20] selects the dummy variables from locations that have similar query probability
to the current location. SACU [21] is an attribute encryption algorithm that requests the establishment of
a cooperative group by broadcast and combines the cache strategy. The performances of the five algorithms
in entropy measurement, area generation of anonymity, communication cost are compared by experimental

simulation.

5.2. Experimental simulation and analysis

Figure 5 shows the comparison results of the five algorithms at different k& values. The experiment assessed
the change in the level of privacy protection. When the probability of the attacker identifying k locations as
real users is the same, the algorithm reaches the maximum entropy. Therefore, the scheme with the maximum
entropy is optimal. When the attacker has mastered the query frequency, he can filter extremely dummy
locations. Thus, the algorithm of Random selecting a dunmmy location is the least satisfactory among several
algorithms. Because the random algorithm generates anonymous areas without considering other factors, the
attacker can easily identify the real user. Grid dummy confirms grid points by selecting dummy positions, so the
vertices of the grid are fixed. In this case, the entropy of the algorithm is decided by the query frequency of the
anonymous region. Therefore, the grid dummy algorithm is similar to the random algorithm in performance.
Because en-DLS is an algorithm to select dummy locations based on the user’s historic location, it can achieve
a higher level of privacy.The GBGPPA algorithm uses an improved grid expansion method to divide the space
into anonymous regions with the same query frequency. Secondly, the caching mechanism is used to reduce
the interaction between the user and the LBS server. At the same time, the strategy of pseudonym is used,
which makes it impossible for the attacker to determine that it is the same user in sporadic queries. The SACU
algorithm is a kind of attribute encryption algorithm which combines cache strategy. So we can see that both
the GBGPPA algorithm and the SACU algorithm reach the maximum entropy, which means the adversary has
the maximum uncertainty in determining which location belongs to the issuer.

Figure 6 shows the variance of the average entropy in a continuous query. From the figure, we can see
that there is not much difference in the variance between these algorithms, because the average entropy is close
to the entropy of each query. We can see that the GBGPPA algorithm works best because of the use of multiple
pseudonym strategies. It is difficult for the attacker to confirm that the user will send two requests from different
user names. Even if the attacker utilizes the attack model of long-term statistics, it is not easy to confirm the
private information of real users. Therefore, the average entropy of GBGPPA algorithm is smaller than the
other three algorithms. When a certain amount of data is reached, the average entropy will not be changed.
Besides, this algorithm can obtain the maximum entropy in each snapshot query, the difference between current
entropy and average entropy can be ignored. So the square difference is almost zero. SACU is an algorithm
that provides anonymity of attributes to the user. When a suitable cooperative user is not found in the space,
the average variance will increase. In the en-DLS algorithm, an attacker can guess the user’s entire movement
trajectory based on the association of attributes. Grid dummy algorithm cannot provide anonymity of attributes
to users, so the privacy of users will be exposed in the process of sending queries continuously. The random
algorithm randomly generates hidden regions, which makes the difference between the average entropy and the
snapshot query even greater.

The size of anonymous area is closely related to location privacy. Therefore, the size of the anonymous

area generated by the five algorithms is evaluated by the change of anonymity. The comparison result is shown
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Figure 5. The value of entrypt in snapshot query. Figure 6. The variance of average entropy in continuous
query.

in Figure 7. Because the random algorithm is an anonymous area generated by randomly selected locations,
the anonymous area generated with the increase of k-anonymity is irregular. It turned out that the changes
in the other four algorithms was relatively stable, and the anonymous area is increased with the increase of k.
Grid dummy algorithm sets the anonymous space according to the needs of users, so the anonymous space does
not change much. Because the choice of dummy location in en-DLS algorithm is based on the user’s historical
location, the generated anonymous area is the smallest as a whole. When the SACU algorithm publishes
broadcasts to establish collaborative user groups, if the appropriate anonymous users can not be found quickly,
the anonymous area will be increased. Although when the requirement of anonymity is low, the anonymous
area generated by GBGPPA algorithm is larger than that of en-DLS algorithm. However, it can be seen that
the area of anonymous area generated by GBGPPA algorithm does not increase much with the increase of
anonymity. To sum up, the en-DLS and GBGPPA algorithms are relatively better when the anonymous region

changes with the increase of anonymity.

Through the change of the number of user requests for service, we use five algorithms to analyze the
communication cost. The comparison result is shown in Figure 8. The comparison results show that except
for the grid dummy algorithm, the communication cost of the other four algorithms increases with the increase
of the number of queries. This is because several other algorithms generate dummy variables on the client
side, so the communication cost increases with the increase of k. In the grid dummy algorithm, the user only
needs to send the real location to the third-party server, so the communication cost is a constant. The SACU
algorithm will bring high communication overhead when sending broadcasts to establish cooperative users and
attribute encryption, so the communication cost is high. The en-DLS algorithm selects a dummy location on
the user’s historical location, so it is similar to the multiple pseudonym method in communication cost. Because
the GBGPPA algorithm utilizes the caching strategy, it will bring high communication cost to reestablish the
collaboration group in the process of continuous movement. However, because most users can get the query
results in the cache content, it can balance the communication cost caused by reestablishing the collaboration

group, so the communication cost of GBGPPA algorithm is acceptable.
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the degree of privacy.

Figure 9 shows the successful anonymity rate for each scenario in a single snapshot query. As the value of
k increases, there may not be enough anonymous users to be found, so the success rate of anonymity decreases
with the increase of k. The successful anonymity rate of Random algorithm is the lowest. This is because
when a user sends a query request, the algorithm randomly generates a anonymous area, and the area may
contain many false locations. The grid dummy algorithm selects the anonymous area according to the needs
of the user, but when there are not enough users in the space, it will reduce the success rate of anonymity.
The SACU algorithm utilizes queries to broadcast to a larger area to find anonymous users. However, the
process of finding and encrypting attributes when establishing collaborative users is very time-consuming.
When multiple users request services at the same time, the waiting time is too long. And the success rate of
anonymity will be reduced when cooperative users cannot be trusted. The performance of the en-DLS algorithm
is also satisfactory because it generates dummies in historical locations and utilizes dummy locations to achieve
trajectory anonymity. Because the result of grid expansion algorithm is that the query frequency of each
anonymous region is basically the same, so the performance of GBGPPA algorithm is the best. The GBGPPA
algorithm can hide the location of the real user, so it is difficult for the attacker to find the real user according
to the query frequency. In addition, the strategy of combining caching and multiple pseudonyms allows users
to obtain higher privacy protection when sending query requests.

The anonymity of continuous queries is affected by the correlation between consecutive query requests.
The correlation between consecutive query requests refers to the attacker can infer the location information of
users according to the continuous query requests sent by users. The lower the degree of correlation, the higher
the success rate of execution. Figure 10 shows the successful anonymity rate in consecutive queries. Similar to
the results of snapshot queries, the success rate of continuous queries decreases with the increase of the number
of consecutive queries. At least two snapshot query requests are included in the continuous query process. If the
privacy protection algorithm fails to protect one of the queries, it means that the attacker may launch inference
attacks according to the discrete locations where these protection failures are failed. Therefore, the anonymous
success rate of continuous queries is generally lower than that of snapshot queries. We can also see from the

figure that the GBGPPA algorithm proposed in this paper has the highest anonymous success rate. This is
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because the algorithm utilizes the caching strategy, which enables users to find the required information in the
cache content, thus reducing the number of query requests sent to the LBS server. Secondly, when the user is
unable to get the required information in the cache, the algorithm uses a pseudonym strategy to make the user
interact with LBS with different pseudonyms. Because the Random algorithm utilizes the randomly selected
anonymous area to interfere with the trajectory generated by the region, the correlation is also low. However,
the randomly selected anonymous area may expose personal sensitive information during the movement, so the
success rate is not high. In addition, when there are untrusted nodes between cooperative users, the SACU
algorithm will disclose the user’s query information, which will affect the success rate. The other two algorithms
do not take into account the anonymity of continuous queries, so the degree of association is higher than that
of GBGPPA algorithm.

In conclusion, we can see our proposed algorithm GBGPPA has a better performance in privacy protection
and the algorithm execution efficiency. In addition, the algorithm can also prevent long-term statistical attack

models. Therefore, we consider that our algorithm will have a broader application prospect.
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Figure 9. The anonymity rate of sporadic snapshot Figure 10. The success anonymity rate in continuous
queries. query.

6. Conclusion

In order to prevent the attacker from infringing upon the user’s location privacy by the side information, this
paper proposes a grid-based genetic privacy protection algorithm (GBGPPA). First of all, in order to enhance
the privacy of anonymous areas, the grid expansion algorithm based on query frequency is optimized. According
to the query frequency, the problem that the attacker invades the user’s privacy is solved. Secondly, improve the
efficiency and success rate of anonymous algorithms through the caching strategy. This strategy reduces the risk
of location privacy leakage caused by users constantly updating their location. Finally, multiple pseudonyms are

intended to dispose of the problem of location privacy leakage caused by user stillness. This strategy reduces the
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probability of attackers identifying real users. In addition, we utilize a variety of means to analyze the privacy
protection capacity of this algorithm. Experiments show that the algorithm can protect users’ privacy, avoid
attacks based on long-term statistics, and have good performance. However, when the distribution of query
probability in the anonymous area is hugely uneven, the GBGPPA algorithm may fail to find the grid cells with

the maximum threshold, thus failing to protect user privacy. This problem will be focused as the future work.
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